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Abstract

Thisdocument isthe report of the 2008 September Plugtest Event on XAdESv1.3.2, organized by ETSI
and conducted using the ETSI portal supporting remote interoperability plugtests.

Status of this Document

Thisdocument is provided by ETSI Interopolis Services. For further details on Plugtests services, please
see ETSI Plugtests.
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1 Document History

Date Comment
October 2008(intitial version) First version ...

2 Introduction

The present document provides details on:

o0 Specification, design and implementation of the portal supporting remote interoperability tests
events on XAdES specification. This includes an overview of the contents of the portal as well as
the on-line PK1-related services provided to its users.

0 Theremote plugtest event on XAdES organized by ETSI and held from Monday 8th to Thursday
18th September 2008.

The present document is organized as indicated below.

Section 3 provides details on how the portal is organized and the kind of services it provides to the
participants of the plugtest events.

Section 4 lists the participants to the September 2008 X AdES remote interoperability plugtest event.
Section 5 provides an overview of the most interesting results and conclusions of the plugtest.

Section 6 provides details on a number of issues related to the X AdES specification asidentified by the
participants. Theseissueswill be sent to the ESI TC for thisto take into consideration for future XAdES
standardization activities.

Finally section 7 shows the interoperability matrixes for the test-cases that were defined for the plugtest
event.

3 Organization and contents of the portal

The portal has two different parts, namely one public part, that anybody may visit, and a private part
accessible only for the participants subscribed to the plugtest event. Details on the contents of each part
are provided below.

3.1 Public part of the portal

Page 5



The public part of the portal may be reached at this adrees
The public part of the portal includes the following pages:

0 The XAdES Plugtest page, providing some more details on the September 2008 plugtest itself,
namely targetted specification, targetted audience, etc.

0 The XAdES/CAJES Plugtest page, providing some more details on the February 2009 plugtest
including interoperability tests on both XAdES and CAdES.

o TheMailing List page, providing some details on participants mailing list support provided by the
portal for facilitating exchange of information during the plugtest.

0 TheRegistration page, providing details on the plugtest registration process.

o0 TheLoginto Plugtest Area page,access to the protected area of the portal.

3.2 Private part of the portal

This part is visible only for the participants of the plugtest event. It includes a number of pages whose
contents are detailed in the following sections.

3.2.1 Participantslist page

The Participants' List pageliststhe details of all the participants of the plugtest, including contact details.

3.2.2 Meeting Supportn page

The Meeting Support page contains all the information related to the meetings that took place during
the plugtest event. It includes:

o Caendar for the meetings (conference calls).
o Dialing detailsfor the phone bridge.

o URL for accessing a chat server accessible through a Web browser were the calls were minuted
and participants could write their comments, questions and statements.

0 Theagendafor each meeting.

0 Linksto the minutes of each meeting.

3.2.3 Conducting plugtest infor mation pages
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The Conducting Plugtest page is the first of a set of four pages providing detailed explanations on how
to conduct interoperability tests during the plugtest.

Thisfirst page details the two types of interoperability tests provided at this plugtest:

0 Generation and cross-verification tests. Each participant is invited to generate a certain set of
valid XAdES signatures with certain characteristics (generation). The rest of participants are
invited afterwards to verify these signatures (cross-verification). The plugtest portal automatically
generates an updated set of interoperability matrixes that all the participants may access.

0 Only-verification tests. ETSI has generated a number of invalid XAdES signatures (the so-called
"negativetestcases") by different reasons. Each participant may, at her own discretion, try to verify

these signatures, checking in thisway that the corresponding tool actually detectsthat the signature
isnot valid.

It also provides high level description of the steps that participants must perform for conducting the two
different types of interoperability tests af orementioned.

The rest of pages of the set provide details on:

o How to download material from the portal for starting conducting the plugtest ( Downloading
material page).

o0 How to generate XAdES signatures and uploading them to the portal so that the rest of participants
may download and verify them ( Generating Signatures page).

o How to verify other participants signatures, report on verification results and uploading of these

reports to the portal so that the portal keeps track of the current status of the plugtest ( Verifying
Signatures page).

3.2.4 Known issues page

The Known Issues page lists all the different issues that were raised during the event. These issues were
classified in two groups, namely:

0 Issues that are related to the the plugtest itself (test cases definitions, restrictions, portal
infrastructures, etc).

0 Issuesrelated to the specification, which may impact further standardization activities.

0 Issuesrelated to both the plugtest itself and to the specification.

3.2.5 Cryptographic material pages

The Cryptographic Material page is the first one of a set of three pages providing details on the
cryptographic material handed to the participants at the begining of the plugtest. The portal deployed a
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Trust Framework consisting in acertification hierarchy of threelevelswith aroot CA and two subsidiary
CAsintwo levels. Each CA aso provided OCSP responses reporting the status of the certificatesissued
by that CA. In addition to that, each CA issued CRLs reporting the revoked certificates. Finally, aTime-
stamping Authority was also deployed able to generate time-stamp tokens on request by the participants.

The Scenario SCOK page provides details of the first scenario supported by the portal for the Trust
Framework aforementioned, namely, a scenario where al the certificates are valid.

The Scenario SC1 page provides details of the second scenario supported by the portal for the Trust
Framework aforementioned, namely, a scenario where a revoked end-entity certificate exists for being
used in some of the only-verification test cases.

3.2.6 Presentations pages

The Presentations page is the first of a set of pages containing presentations. At present, there are three
presentations available:

o

A presentation on the ETSI ESI TC , the body in charge of standardizing XAdES.
0 A presentation onthe history of XAdES, whichincludesdetailson the different published versions.

0 An Introductory Presentation for the newcomers to the plugtest, presenting the plugtest concept.
The STF-351 team organized an introductory meeting before the official start of the plugtest, so
that the newcomers to the plugtest could prepare themselves for participating in the plugtest.

0 An Orientation Presentation of the plugtest itself, which was made available before the start of the
plugtest, where the participants were given the most relevant information on the event, including
rules to be followed, etc

3.2.7 Former XAdES plugtests page

The Past Events page that include links to the final reports of the two face-to-face former XAdES
interoperability plugtest events organized by ETSI and also of the first aremote XAdES plugtest event
organized also by ETSI on March 2008.

3.2.8 Testcases definition language page

This page contains a document specifying a XML language for defining a test case. Such a language
specifies what XAdES properties have to be included in the to-be-generated XAdES signatures and
which values they must be given when required. This language has two advantages:

o Participantsmay build processors of such alanguage on their application and then they are sure that
the signatures generated will actually correspond to the requirements established in each test case.
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0 Designersof the portal may make usage of latest XML technologiesfor building up ahtml document
containing textual and tabular details of the different test cases.

3.2.9 Testcases page

Thisisapage containing adocument with the compl ete specification of thetest cases. Thisisadocument
that incorporates XSLT and javascript technologies. These technologies allow:

0 To browse the aforementioned test definition documents and build pieces of text and tables
corresponding to each test case within this document.

0 To browse reports of verification (smple XML documents) of each single XAdES signature
verified by each participant, process them and keep up to date the interoperability matrixes, which
show what signatures of each participant have been verified by what other participants and the
results of such verifications.

3.2.10 Download page

The Downlad page is used by the participants for downloading the initial package (cryptographic
material, test-definition files, some initial signatures) and the latest version of the whole material
generated by the participants at each instant of the plugtest (including both XAdES signatures and
verification reports generated by all the participants).

3.2.11 Upload page

The Upload page provides mechanisms for uploading new signatures, new verification reports or both.
Once uploaded, the portal re-builds a new downloading package and makes it available for all the
participants at the Dowload page. Within this package, they will find all the signatures and verification
reports generated up to that instant in the plugtest.

3.2.12 Online PK | servicesdetails

The current version of the plugtest portal incorporates a number of online PKI-related services. The
Online PKI services details page describe all of them and provides details on how the participants
may access them. This page also contains a link to a Java class implementing basic login/password
authentication mechanism required for accessing these services, so that participants had not to develop
such amechanismsin their tools.

3.2.13 Online PK | services accesls

The Online PKI Services access page allows to access to most of the on-line PKI-related services
provided by the portal, namely: access to the CA software for requesting generation of a key-pair an
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the corresponding end-entity certificate for generating signatures, connection details for accessing the
LDAP server where CRLs and CA certificates are stored, etc.

3.2.14 Online TSA services accesls

The Online TSP Services access page allows to access to the TSA server deployed in the server for
requesting generation of time-stamp tokens.

3.2.15Mailing List Archives

The Mailing List Archives page archives al the email messages exchanged by the participants during
the plugtest through the supporting e-mail list provided by the plugtest portal.

3.2.16 Chat

The Chat page provides access to aweb-based chat that participants use during the conference calls for
sharing notes. It is also used for taking notes of the meetings. These notes are the core component of
the meetings minutes.

4 Plugtest participants

There have been 28 different organizations and 29 persons registered in the event. With the addition of
two persons from ETSI, this makes atotal of 31 personsinvolved in the daily activities of the event.

The table below shows the list of some of the participants that have given permission for being listed
in the present report:

Company Acronym
Intervencion General de la Administracion del IGAE
Estado (IGAE)

Albalia Interactiva Al
A-SIT (IAIK) - Austria IAIK
Dictao SA. DIC
Entrust Japan Co., Ltd. ENT
Polysys PS
SAFELAY ER Secure Communications S.A. SL
Universitat Politécnica de Catalunya UPC
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Participants in the interoperability matrixes are anonymized (they are denoted by P1, P2, and so on),
except those ones that have an acronym assigned in the table above.

5 Plugtest conclusions

This section summarizes the most important conclusions reached after the end of the plugtest.

5.1 General conclusions

This second remote plugtest event on XAdES has confirmed the usefulness of the of remote remote
plugtests concept in different aspects:

0 Thepossihility of remote participation, including low participation cost, have lead to amuch higher
number of participants than in the former face-to-face plugtest events conducted before.

0 A critical issue for the successfulness of this kind of events is to be provided with a good and
reliable communication infrastructure, which allows participants to exchange their views quickly
and even conduct voice discussions. The three technol ogies briefly discussed below have provided
once again a high enough degree of communication capabilities for this plugtest.

o Phonebridgeiscrucia for having anumber of meetins during the plugtest where participants
may discuss specificissuesof the plugtest and even on the standardi zation of the specifications.

o0 Anemall list with archive capabilities, closed to participants is also crucial for this kind of
events. thisis by far the communication mean most widely used in this plugtest: participants
have asked questions, raised comments on the plugtest and/or standard, have suggested
solutions, have been notified that some other participant had uploaded new signatures or
verification reports, and be an archive of whatever has been exchanged between participants
during this plugtest.

0 Chat channel has aso proved to be useful during the meetings to the point that some
participants used more the chat than the voice.

0 At thissecond remote XAdES plugtest event, new standardization issues have been raised that had
not been raised intheformer event. Thislist, which will be added to theformer one and forwarded to
the ESI TC committee constitutes by itself amajor outcome of the plugtest: this provesthat XAdES
isbeing used and there are a number of maintenance changes that the standardization process must
take care of.

0 The remote but yet continous contact among participants lead to maintain interesting technical
discussions on XAdES and related topics.

5.2 Lessons L earned
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After organizing and conducting this second plugtest, the organizing team has learnt some very valuable
lessons for the future:

o After the first remote plugtest, the organizing team identified the suitability that participants were
given introductory information on the portal and the plugtest participation rules before the official
start of the plugtest. At this second plugtest, an introductory meeting took place on Wednesday 3rd
of September, the week before the start of the plugtest. The portal was then opened for allowing the
participants to get used with the environment and practicing with the most relevant features. This
meeting proved to be very useful as the participants could work in the interoperability tests tasks
since the very oficial start of the plugtest.

o0 Organizerstook care of presenting the on-line PKI-related services provided by the portal, as well
asthe deployed Trust Framework in order to identify potential sources of conflict with applications
from participants. It tourned out that none of the participants had problems in supporting such a
Trust Framework and in consequence in conducting the interoperability tests with the cryptograhic
material generated by the different services..

0 Again, athough due to calendar restrictios by ETSI, the initial duration of the plugtest was one
week, it was proved that this is a clearly short duration for this kind of events where people are
not sitting one before the other for the whole day. The plugtest, in fact, lasted from Monday 8th to
Thursday 18th September 2008. The next plugtest event, which will also include CAdES within its
scope, is scheduled to have a duration of two weeks.

0 Web-based toolshave proved be very well accepted. The organizing team hastaken thisinto account
in the provision of access to certificates and CRLs generated by the CAs deployed in the portal.

0 Asfor the analysis of the results, although during the plugtest a relevant number of issues were
identified in the exchanged signatures, which helped participantsto improve their implementations,
a complete analysis of all the situations where interoperability failed could not be conducted. A
proposal for articulating such a study even after the conclusion of the plugtest could be interesting
for maximizing the benefits of such events, but would require much more resources by the
participants at the plugtests. Indeed the organizing team, as well as the participants did their best
for, in the days that the plugtest lasted, identifying potential sources of interoperability failures and
anumber of them were solved.

5.3 Technical Conclusions

It has not been possible yet to make a detailed study of the interoperability matrix for each participant
and extract general conclusions, like which ones seem to be the properties where the participants have
experienced more problemsto for verifying onther's signatures, the reasons why this happens, etc.

Hundreds of signatures and verification reports have been generated and exchanged through the portal.
A number of interoperability issues were reported and solved during the plugtest but certainly not all,
as the interoperability matrixes show.

Nevertheless, the participants, by conducting this plugtest have been able to identify aspects in their
implementations and in their reading of the specification that have helped to improve them.
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Participants may, asthey are in the possesion of the signatures and interop matrixes, proceed further in
their indagations on why certain results are not as they expected.

Asfor the organizers of the plugtest, at thisstage, only astatistical analysis may be carried out, providing
the final figures of signatures produced, signatures verified, number of correct results, number of non
correct results, etc. A deep analysis of each failure, its reasons and its impact is out of the scope of the
present report.

6 Feedback to standardization process

A number of issues affecting X AJES specification contents were rai sed during the plugtest. Theseissues
will be incorporated in the XAdES Interim Maintenance List, circulated to the ESI TC and cause the
production of the corresponding disposition of comments and potential changesin the X AdES specifion.

The sections below summarize these issues

6.1 Check of timeindication in xades: SigningTime property with regardsto
timeindications within time-stamp tokens

According to the specification "all the times indicated by the time-stamp tokens in the property are
posterior to the one indicated in the SigningTime property”. This may bring problems when the time
accuracy of the equipment where the siganture is generated is not good enough.

6.2 MimeType and Encoding attributesin xades:DataObj ectFor mat and
ds:Object

This issue complements the issue [24] of first remote XAdES Plugtest Event, March 2008. At
that plugtest some ds:Object elements had missing MimeType and Encoding attributes, whereas the
corresponding xades:DataObjectFormat had them, and some participants accepted those signatures.
At the present plugtest there are some signatures where it happens that the ds:Object contains some
MimeType and/or Encoding attribute and that some of them are missing in the xades: DataObjectFormat.

6.3 xades: CompleteCertificateReferences and not CA certificatereferences

The proposal was raised for modifying X AdES spec for allowing the incorporation of areference to the
signing certificate within xades. Compl eteCertificateRefs property. .

6.4 Dealing with empty elements

The XAdES XML schema actually allows that certain XAdES properties are empty. Some discussions
took place on how to behave before those situations.
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6.5 XAdES Forms and extra information

Some of the participants generated XAdES signatures consisting in a repertore of properties
corresponding to a specific XAdES form PLUS other complementary XAdES properties. The overall
set of properties did not actually match any pre-defined X AdES form. Discussions took place on how
an application should behave in these situations. Additional guidance on this aspect should be provided
in the specification.

6.6 Computation of the digest of a Signatur e Policy document aligned with
ETSI TR 102038 or ETSI TR 102272

Some considerationswereraised during the plugtest on theway thedigest of aSignature Policy definition
document aligned with ETSI TR 102038 or ETSI TR 102272. The next version of XAdES should clarify
the process for computing such a digest.

7 Inter oper ability matrixes

The following sub-sections contain the interop matrixes resulting from conducting the plugtest. No
details are provided here on the test cases corresponding to each interop matrix. These may be found at
the test cases definition document produced by the organizers of the plugtest, which may be found at the
private pages of the portal. Rows in the tables corrspond to verifiers. Columnsin the tables correspond
to signers. In consequence each cell in the tables reports the result of of the verification of a signature
generated by the participant indicated in the first cell of the column, carried out by the participant
indicated in the first cell of the row.

Mark V appearsin cells of green colour and stand for those signatures generated by one participant that
have been successfully verified by another participant.

Mark F appearsin cells of red colour and stand for those signatures generated by one participant and
whose verification by another participant has falied. It is out of the scope of this report, however, to
conclude whether the signer or the verifier does not respect the standard in these cases.

Each sub-section provides a number of interoperability matrixes for each XAdES form.

7.1 Test casesfor XAAES-BESform.
X-BES-1.xml

And results in the following Interop Matrix:

P10 V INA [NA INA VM [NA [NA NA [V [V INA INA INA [NA [NA [NA [NA

P10 IPS |P1 [Al |PS |UPC|P2 ‘P? \PG P11 |P9 |SL [P12 |AIKENTP3 |P8 [DIC
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And results in the following Interop Matrix:
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P8

DIC |N

X-BES-9.xml

And results in the following Interop Matrix:
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X-BES-10.xml

And results in the following Interop Matrix:

>

IAIK |ENT

P12

>

NA

NA

NA

P9

P11

UPC |P6

PS

Al

P5

P10

P10
P5

Al

PS

UupC

X-BES-11.xml

And results in the following Interop Matrix:
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P10 Al PS UPC |P9 SL IAIK |[ENT |P3 P8
P10 N NA N N N N N N Y N
N N N N \ N N N N N
Al \ \ \V/ \Y \ Y \Y \ v/ \
PS v v v v BV v v v
UPC |V \V/ \V/ \ \ \V/ \ \ \V/ -
\ v \ \ v \ \Y v \ \
Vv v Y By v
P9 \ \ \ \Y \ \ \Y \ v \
SL \ \ Y \Y NA Y \Y \ v/
P12 NA NA NA NA NA NA NA NA NA
IAIK |V I \V/ \ \ I \ I \V/
ENT [V vV v NA |V v v v
P3 \ \ \ \
P8 \ \ \ \Y \ \ \Y \ v \
DIC N \ Y \Y N Y \Y \ v/ N
X-BES-15.xml
And results in the following Interop Matrix:
P10 Al PS UPC |P6 P9 P12 [AIK
P10 \ \ \ \
Al \ \ Y \Y \ Y \Y \
PS \ \ \V/ \ \ \ \ \
UPC |V \ \V/ \ \ \/ \Y \
\ v Y \ v \ \Y \ \
NA NA NA NA NA NA NA NA NA \V/
P9 \ \ \ \Y \Y \ v \
SL \ \ Y \Y \Y \ \ Y
\
\ I I
\ Y \Y
\ \Y
N N
DIC N \ Y \Y \ Y \Y \ \ Y

7.2 Test casesfor the XAJES-EPES form.

X-EPES-1.xml

And results in the following Interop Matrix:
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P10 |P1 Al PS UPC |P9 SL P12 |IAIK [ENT [P3 P8

P10 |V
P5 |V N N Y N N
\V Y N Y \V \/

Al \V/ \V/ \V/ \V/ \V/ \V/
E-NA NA |V NA  [NA A
Y \V/ Y \V/

N N N N
Y
\/

< 7| <|<[<[Z[<| Z]| <[ Z[<

DIC |N vV \ vV

X-EPES-2.xml

And results in the following Interop Matrix:

P10

<< <[ <[ <[] <] Z[ <[ <

<I<[<]TI<I<

DIC N \ 4

7.3 Test casesfor XAdES-T form.

X-T-1.xml

And results in the following Interop Matrix:
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N
N
N

N

v/

N

v

vV |V Vv

U

\

V
vV |V |V

v v v v Vv V |V \V

v v v vV (Vv |V |V

v v v v vV VvV |V |V

N

N

PS [UPCIP2 ([P6 [P11 P9 [SL (P12 [AIKEENT[P3 (P8 |DIC

v Vv V

N

\

v v v (v (Vv [V [V

P10 PS5 ([P1 [Al

v v v v VM M M M M M M M VN VN NV |V

v v v vV VM M M M M M M VM VM VN NV NV

v v v M M M M M M M M M VM VN NV V |V

PIOIV (Vv (v (v (v (v v v NV VvV NV NV NV NV V V |V

P5 Vv (Vv v v v v NV NV NV VM NV NV NV VNV V V

Al

UPCVVVVVVV-VVVVVVVVV

PS Vv (v (v v v v VvV Vv NV NV NV NV NV NV NV V |V
P2

P9vvvvvvvvvvvvvvvv-

sLt v VM M VM VM VNV V |V

IAIKV v VvV NV NV NV V |V |V

Pl2fv (v (v (v (v Vv [V |V

ENTIV [V (Vv (v (Vv (v (Vv (v vV VvV [V |V

Ps-vvvvvvvvvvv

PE Vv [V (v v v v VvV Vv NV VvV NV NV NV NV NV NV |V

DIC [N

7.4 Test casesfor XAdES-C form.

And results in the following Interop Matrix:

X-C-1.xml

-

NA
N

\

NA

v v vV VM NV |V
v v vV VvV NV |V

NA [V (Vv v (v VvV |V |V

PS [UPCIP2 [P7 [P6 (P11 P9 [SL (P12 (IAIKIENT P13

v Vv V

N

v

N

P10 P5 [P1

N

v v v VvV V |V |V

v vV VvV Vv VM VvV M N VM VM V VM V M VN NV |V

NA Vv v Vv VvV |V |V

vV |V

P10 (V
P5

Al

UPC\V

PS
P2

P8 [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA |NA

DIC [N

POV [V [V [V [V [V [V
st v v (v v Vv (Vv [V
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X-C-2.xml

And results in the following Interop Matrix:

P3
4

NA

[AIK [ENT [P13

Al
v

=

P10

\V

NA [NA |NA |NA |INA |INA INA |INA [NA [NA [NA |INA |NA |NA |NA

P10 [V
P5

Al

PS

UPC |V

TAIK |l

P3

P8

DIC |N

7.5 Test casesfor XAdES-X form.

X-X-1.xml

And results in the following Interop Matrix:

DIC

P11 (P9 (P12 [IAIK ENT (P13 [P3

UPC [P6
vV

PS
\

P10

‘PS ‘AI

>
o
—
a8
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DIC

IAIK ENT (P13 [P3

P12

P11 (P9

UPC |P6

PS

Al

N

P10 |P5

NA |INA |NA |NA |INA |INA |NA |[NA |NA |INA |NA [NA |NA [NA

P8

DIC [N

2.xml

X-X

And results in the following Interop Matrix:

P12 [IAIK [ENT [P3

P11 |P9

P6

PS |UPC [P2

Al

P1

P10 |P5

N

NA [NA |INA [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA [NA

P10 |V

PS

UPC |V

P9

P12 |V

IAIK V
ENT |V

P8

DIC [N

X-X-3.xml

=

[AIK [ENT |P13

P12

P9

P11

UPC [P6

PS

=

P10

And results in the following Interop Matrix:
Al
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P10 |P5 Al PS UPC [P6 P11 P9 P12 (IAIK [ENT (P13 [P3
P3 v
P8 NA NA [NA [NA [NA NA [NA
DIC |N N N N N N N N N N \/ N N
X-X-4.xml

And results in the following Interop Matrix:

PS UPC |P6 P11 |P9 P12 |JIAIK |[ENT [P3
) B
\/ \/ \/ \ N \ \ \ \/
\/ \ N N \/ Y \/ N \/
\/ \ \/ \ \/ \/ \/ \/ \/
Y Y
v VY
\ \/ \ \
\/ \ \ \/
\ \ Y \/
\ W
\/ \/
\V/
\
P8 NA NA
DIC |N N N N

7.6 Test casesfor XAdES-XL form.

X-XL-1.xml

And results in the following Interop Matrix:

PI0 [P5 [AI [PS [upC [P7 [P6 [P11 [P9 [SL [P12 [IAIK [ENT [P3
PO M M N NV N v vV vV NV N H
P5 v NV NV NV |V N M M M Vv N

v Vv N N M v v vV N N N
Al v vV VM NN v vV vV vV VvV NV
PS v W M [V NV v vV vV vV vV NV
UPCNV M M |V NV v vV vV vV NV NV

-v v vV v vV v -v Y

v vV vV NV N v vV vV N N NV
PP vV M NV NV |V v vV vV N N NV
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Z| < <[ <[<[<|<

P12 ‘IAI K \ENT

P8 [NA
DIC |N N N N N N N \/ N N
X-XL-4.xml
And results in the following Interop Matrix:
P10 |P5 Al PS UPC P11 |P9 P12 |IAIK [ENT |P3
P10 |V v v v v v v v H
P5 \Y Y \Y Y \Y \Y N \ \/ \/ N
N NA N N NA N N N NA N N
Al \Y Y \ \V/ \ \ Y \ Y \ \
PS M N \ Y Y \ N Y Y \ Y
\ Y \ \ v \ Y \Y Y
v v v v BV v
\Y \Y Y \ Y \Y Y
\ \ Y \ \/ Y \V/
\ \ \ Y \ \

DIC |N N N N N N N N N N \/ N
7.7 Test casesfor XAJES-A form.
X-A-Lxml
And results in the following Interop Matrix:

P5 Al PS UPC [P6 P11 (P9 SL P12 [IAIK [ENT [P3
P5 \Y Y \Y \V/ \Y Y \Y Y \
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NA

NA

IAIK |[ENT |P3

NA

P12

NA

SL

NA

P9

NA

P11

UPC [P6

PS

Al

P5

\

NA

Al

PS

UpC

P9

SL

P12

IAIK N

ENT [V
P3

P8

X-A-2.xml

And results in the following Interop Matrix:

DIC

NA

NA

NA

[AIK |[ENT |P3

NA

P12

NA

P9

NA

P11

UPC [P6

PS

Al

P5

P5

Al

PS

UupC

DIC |N

X-A-3.xml

And results in the following Interop Matrix:

IAIK |[ENT |P3

P12

SL

P9

P11

UPC |P6

PS

Al

P5
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IAIK |[ENT |P3

P12

SL

P9

X-A-4.xml

And results in the following Interop Matrix:

P3

[AIK [ENT

P12

X-A-5.xml

And results in the following Interop Matrix:

P3

[AIK [ENT

P12

SL

P9

P11

UPC [P6

PS

Al
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NA

And results in the following Interop Matrix:

P3

ENT

[AIK

P12

P9

P11

P6

upPC

PS

Al

X-A-7.xml

And results in the following Interop Matrix:

P8

IAIK [ENT |P3

SL P12

P9

P11

Y

P15 |Al

\

N

P15 |V

ENT |V

DIC |N

8.xml

X-A
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And results in the following Interop Matrix:

Al PS [uPC [P6 [P11 [P9 [SL  [P12 [IAIK [ENT [P3  [P8
Al \/ Y \V/ Y \V/ Y \/ Y \/ Y \/ Y
PS Y \V/ Y \/ \V \V/ Y \/ Y \/ v
UPC [V Vv vV -v \V vV Vv Y Y \V/ Y
\V/ Y \V/ Y Y Y \V/ Y _v Y
\V/ Y \V/ Y \/ Y \V/ Y \/ Y \/ \V/
POV Y \/ Y \V/ \/ \/ Y \/ Y \/ Y
A A - - -
Y \V/ Y \V/ Y \V/ Y \/ Y
N N \V N N N Y N N N
\/ Y Y \V Y -v \V/ Y
P3 |V \V/ Y \/ Y \/ \V/
P8 |V Y \/ Y \/ Y \/ Y
DIC |N N N N N Y N N N
X-A-9.xml

And results in the following Interop Matrix:

P2 JJAIK ENT |P3
v v VNV
Vv vV VN
v v VN
v
v
v
v
v
N
v
v
NA

8 Inter oper ability matrixesfor negative test cases(verification only)

The following section contains negative test cases grouped by XAdES Form.

Célls of interoperability matrixesin this section must be read as indicated below:
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0 S:S. Success. Theinvalid signature was actually verified asinvalid, as expected.
0 SFA. Failure. Theinvalid signature was actually not verified asinvalid.

0 SNA. Not applicable. A participant did not consider worth to check this test case.

8.1 XAdES-BES form, negative test cases.

The test cases in this section deal with the XAdES-BES form. The following tests have at least one
aspect that should cause verification to fail, you will not have to generate them (verification only).

X-BESN-1.xml contains the following Properties

o SigningTime

o DataObjectFormat
One xades: DataObjectFormat does not reference any ds:Reference in the signature

And results in the following Interop Matrix:

Signers# Verifiers #
P10
UPC
P11
P9
P12
[AIK
ENT
P3
P8
DIC

Nununnlnunnunlz

Nulunlunlunlunlnlunlnln

z

X-BESN-2.xml contains the following Properties

o SigningTime
0 SigningCertificate

o DataObjectFormat

A signature with a ds:Reference element referenced by a xades:DataObjectFormat refers to ads.Object
whose MimeType is not equal to the one in xades.DataObjectFormat
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And results in the following Interop Matrix:

Signers# Verifiers#
P10
UPC
P11
P9
P12
|AIK
ENT
P3
P8
DIC

Nunnnnunnunz

r

nunfunlnlunlunlfnlnlnln

X-BESN-3.xml contains the following Properties

o SigningTime
0 SigningCertificate

o DataObjectFormat

A signature with a ds:Reference element referenced by a xades:DataObjectFormat refers to a ds:Object
whose Encoding attribute is not equal to the one in xades: DataObjectFormat

And results in the following Interop Matrix:

Signers# Verifiers#

P10 S:N
UPC S:S
P11 S:S
P9 S:S
P12 S: S
[AIK S:S
ENT S:S
P3 S:S
P8 S:S
DIC S:FA

8.2 XAdES-EPES form, negative test cases.

X-EPESN-1.xml contains the following Properties
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o SigningTime
o0 SigningCertificate

o SignaturePolicyldentifier

>The digest within xades:SignaturePolicyldentifier property does not correspond with the digest
computed on the document referenced by xades.SPURI

And results in the following Interop Matrix:

Signers# Verifiers #
P10
UPC
P11
P9
P12
IAIK
ENT
P3
P8
DIC

>

Z|IZl0n T nZunl 2

>

nNuunlnlol vfnlnlwnlwn

z

8.3 XAdES-T form, negative test cases.
The test casesin this section deal with the XAdES-T form.
X-TN-1.xml contains the following Properties

o0 SigningTime

0  SignatureTimeStamp
The time in xades:SignatureTimeStamp is ulterior to the expiration time of the signing certificate

And results in the following Interop Matrix:

Signers# Verifiers#

P10 S: N
UPC S:S
P11 S:S
SL S:S
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Signers# Verifiers#

P12

IAIK

ENT

P3

P8

nunlfunlunln
nunlunlunon

X-TN-2.xml contains the following Properties

o SigningTime

0  SignatureTimeStamp

The time in xades:SignatureTimeStamp is ulterior to the revocation time of the signing certificate

And results in the following Interop Matrix:

Signers# Verifiers#

P10

upPC

P11

P9

SL

P12

TAIK

ENT

P3

P8

nNunlunlununlnlnnnln
Nunnunnnnononlz

X-TN-3.xml contains the following Properties
o SigningTime
o0 SigningCertificate

0 SignatureTimeStamp

The time-stamp token within xades.SignatureTimeStamp is computed to not time-stamp the
canonicalized ds.SignatureV aue element but other object

And results in the following Interop Matrix:
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Signers# Verifiers#

UPC S:S
P11 S:S
P9 S:S
P12 S:S
ENT S:S
P8 S: S

8.4 XAdES-X form, negative test cases.

Thetest casesin this section deal with the XAdES-X form.

X-XN-1.xml contains the following Properties

o SigningTime

o0 SigningCertificate

0 SignatureTimeStamp

0 CompleteCertificateRefs
o CompleteRevocationRefs

0 RefsOnlyTimeStamp
Time in xades:SignatureTimeStamp is ulterior to the time in xades:RefsOnly TimeStamp

And results in the following Interop Matrix:

Signers# Verifiers #

UPC S:S
P11 S:S
P9 S:S
P12 S:S
IAIK S:S
ENT S:S
P3 S:S
P8 S: NA

X-XN-2.xml contains the following Properties

o0 SigningTime
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0 SigningCertificate

0  SignatureTimeStamp

0 CompleteCertificateRefs
o CompleteRevocationRefs

0 SigAndRefsTimeStamp
Time in xades:SignatureTimeStamp is ulterior to the time in xades:SigAndRefsTimeStamp

And results in the following Interop Matrix:

Signers# Verifiers #

UPC S:S
P11 S:S
P9 S:S
P12 S:S
IAIK S:S
ENT S:S
P3 S: S
P8 S: NA

X-XN-3.xml contains the following Properties

o

SigningTime

0 SigningCertificate

o0  SignatureTimeStamp

0 CompleteCertificateRefs
0 CompleteRevocationRefs

0 RefsOnlyTimeStamp

The time-stamp token in xades:RefsOnlyTimeStamp does not time-stamp the canonicalized
xades:CompleteCertificateRefs and xades. Compl eteRevocationRefs.

And results in the following Interop Matrix:
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Signers# Verifiers#

UPC S:S
P11 S:S
P12 S:S
[AIK S:S
ENT S:S
P3 S: S
P8 S:NA

X-XN-4.xml contains the following Properties

o

SigningTime

o SigningCertificate

o SignatureTimeStamp

0 CompleteCertificateRefs
0 CompleteRevocationRefs

0 SigAndRefsTimeStamp
Time within xades: SignatureTimeStamp is ulterior to time within xades: SigAndRefsTimeStamp

And results in the following Interop Matrix:

Signers# Verifiers#
IAIK

8.5 XAdES-XL form, negative test cases.
The test cases in this section deal with the XAdES-XL form.

X-XLN-1.xml contains the following Properties

(@)

SigningTime

0 SigningCertificate

0  SignatureTimeStamp

0 CompleteCertificateRefs

o CompleteRevocationRefs
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0 RefsOnlyTimeStamp
0 CertificateVaues

0 RevocationVaues

A signature with a xades:CompleteRevocationRefs that contains a CRL reference whose IssueTime
element is not equal to the thisUpdate field of f the CRL identified by the Issuer and the criINumber

And results in the following Interop Matrix:

Signers# Verifiers #

UPC S:S
P11 S:S
P9 S:S
P12 S:S
IAIK S:S
ENT S:S
P3 S: S
P8 S:NA

X-XLN-2.xml contains the following Properties

o

SigningTime

0 SigningCertificate

0  SignatureTimeStamp

o0 CompleteCertificateRefs
0 CompleteRevocationRefs
0 RefsOnlyTimeStamp

o0 CertificateValues

0 RevocationVaues

A signature with a xades.CompleteRevocationRefs that contains a CRL reference whose crlNumber
element is not equal to the Number field of the CRL identified by the Issuer and the issueTime

And results in the following Interop Matrix:
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Signers# Verifiers#

UPC S:S
P11 S:S
P9 S:S
P12 S:S
[AIK S:S
ENT S:S
P3 S:S
P8 S:NA

X-XLN-3.xml contains the following Properties

o

SigningTime

o0 SigningCertificate

0  SignatureTimeStamp

0 CompleteCertificateRefs
o CompleteRevocationRefs
0 RefsOnlyTimeStamp

0 CertificateValues

0 RevocationVaues

A signature with a xades:CompleteRevocationRefs that contains a CRL reference whose digest is not
egual to the digest value computed on the CRL identified by the Issuer and the issueTime

And results in the following Interop Matrix:

Signers# Verifiers #
UPC

P11

P9

P12

IAIK

ENT

P3

P8

nNunfunlnnlunlfnln
Znlnunlunlunlnw

A

X-XLN-4.xml contains the following Properties

o0 SigningTime
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0 SigningCertificate

0  SignatureTimeStamp

0 CompleteCertificateRefs
o CompleteRevocationRefs
0 SigAndRefsTimeStamp

0 CertificateValues

0 RevocationVaues

A signature with a xades:CompleteRevocationRefs that contains an OCSP resp reference whose
responderID element contains a name that is not equal to the responderID field of any of the OCSP
responses in CertificateV alues property

And results in the following Interop Matrix:

Signers# Verifiers #

UPC S:S
P11 S:S
P9 S:S
SL S:S
P12 S:S
[AIK S:S
ENT S:S
P3 S:S
P8 S:NA

X-XLN-5.xml contains the following Properties

o SigningTime

0 SigningCertificate

0  SignatureTimeStamp

0 CompleteCertificateRefs
o CompleteRevocationRefs
0 SigAndRefsTimeStamp

0 CertificateVaues
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0 RevocationVaues

xades:CompleteRevocationRefs contains an oCSP resp reference whose ProducedAt element is not
equal to the producedAt field of the OCSP responses generated by responder|D

And results in the following Interop Matrix:

Signers# Verifiers#

UPC S:S
P11 S:S
P9 S: S
SL S:S
P12 S:S
IAIK S:S
ENT S:S
P3 S: S
P8 S: NA

X-XLN-6.xml contains the following Properties

o

SigningTime

0 SigningCertificate

0  SignatureTimeStamp

0 CompleteCertificateRefs
0 CompleteRevocationRefs
0 SigAndRefsTimeStamp

0 CertificateValues

0 RevocationVaues

xades.CompleteRevocationRefs contains an oCSP resp reference whose digest element is not equal
to the digest value computed on the OCSP responseidentified by the responderID and the ProducedAt
elements

And results in the following Interop Matrix:

Signers# Verifiers#
UPC S:S
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Signers# Verifiers#

P11 S:S
P9 S:S
SL S:S
P12 S:S
[AIK S:S
ENT S:S
P3 S:S
P8 S:NA

8.6 XAdES-A form, negative test cases.
Thetest casesin this section deal with the XAdES-A form.

X-AN-1.xml contains the following Properties

o

SigningTime

o SigningCertificate

o0 SignatureTimeStamp

0 CompleteCertificateRefs
0 CompleteRevocationRefs
0 SigAndRefsTimeStamp

0 CertificateValues

0 RevocationValues

0 ArchiveTimeStamp

Timein xades.SignatureTimeStamp is ulterior to the time in xades:ArchiveTimeStamp

And results in the following Interop Matrix:

Signers# Verifiers#

UPC S:S
P11 S:S
P9 S: S
SL S:S
P12 S:S
IAIK S:S
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Signers# Verifiers#

ENT

P3

P8

nunlwmw
Zlnlw

X-AN-2.xml contains the following Properties

(@)

SigningTime

o0 SigningCertificate

0  SignatureTimeStamp

0 CompleteCertificateRefs
o CompleteRevocationRefs
0 RefsOnlyTimeStamp

0 CertificateValues

0 RevocationVaues

0  ArchiveTimeStamp

Time in xades:RefsOnly TimeStamp is ulterior to the time in xades:ArchiveTimeStamp

And results in the following Interop Matrix:

Signers# Verifiers#

UupPC

P11

P9

P12

TAIK

ENT

P3

P8

nNunfunlnlnlunlfunln

X-AN-3.xml contains the following Properties
o SigningTime
0 SigningCertificate

0  SignatureTimeStamp
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0 CompleteCertificateRefs
o0 CompleteRevocationRefs
0 SigAndRefsTimeStamp

0 CertificateValues

0 RevocationValues

0 ArchiveTimeStamp

Time within xades:SigAndRefsTimeStamp is ulterior to time within xades:ArchiveTimeStamp.

And results in the following Interop Matrix:

Signers# Verifiers #
UPC

P11

P9

SL

P12

[AIK

ENT

P3

P8

nNununlnnlnln

T
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